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ACTION:  [*1] FIRST REPORT AND ORDER

JUDGES:
BY THE COW SSI ON

OPI NI ON:
I ntroduction and Sunmary

1. Spread spectrum nodul ation is a w deband nodul ati on which was originally
devel oped for military applications but which has several interesting civi
applications nl. This technol ogy has been inplicitly forbidden by the FCC rul es
with a few linited exceptions. On June 30, 1981, the Commi ssion adopted a Notice
of Inquiry ("Inquiry") n2 in this proceeding seeking conments on a rule
structure that would pernit civil use of this technol ogy n3.

nl The spreading or dilution of the energy in spread spectrum systens over a
wi de bandwi dth results in several possible advantages: short range overlays on
ot her emissions, resistance to interference from other emissions, and | ow
detectability. Wiile it is not anticipated that spread spectrumw || replace
ot her types of nodul ations in general, the unique characteristics of spread
spectrum of fer inportant options for the comrunications system desi gner.

n2 87 FCC 2d 876.

n3 A conpani on Notice of Proposed Rul enaki ng was adopted in Docket 81-414
proposi ng use of spread spectrumin the Amateur Radi o Service and has been
i mplerented, in part, in a Report and Order we are adopting today. [*2]

2. Based on the comments received in the Inquiry, we adopted a Further Notice
of Inquiry and Notice of Proposed Rul enaking ("Further Notice"), n4 on May 26,
1984, proposing specific rules for spread spectrumin Parts 15 and 90 of our
Rules. In this First Report and Order we are adopting sone of the proposals of
the Further Notice with sone nodification. The renmining issues in the Further
Notice raised significant controversy in the Comrents and we are continuing to
review these to see what action is appropriate.

n4 49 Fed. Reg. 21951, 98 FCC 2d 380, FCC 84-169, Docket 81-413.



3. In general, the replies to the Inquiry favored the Conmission's effort to
i ntroduce this comunications technique. However, nmany of the respondents were
concerned that inplenentation of this technique m ght cause unacceptabl e
interference to existing services unless its devel opnent was restricted to | ow
powered, limited range applications and that the allowable frequencies and
powers were carefully chosen. Because the technology is new and unfanmiliar to
the civilian sector, many urged the Commission to proceed slowly with its
i mpl ementation until sufficient experience in the identification and measurenent
[*3] of spread spectrum signals had been gai ned and an assessment had been made
of their interference potential. Wthout this information, the majority of the
respondents were firmy against a general overlay of spread spectrum systens
upon existing services. However, few objected to the use of these systenms in an
overlay fashion, as long as they were restricted to | owpower and linited range
appl i cations.

4. Fromthe responses to the Inquiry the FCC devel oped rul emaki ng proposal s
for the operation of spread spectrum systens as |icensed devices in the Police
Radi o Service under Part 90 of the Rules and as | ow powered, linmted range
devi ces to be authorized under Part 15 of the Rules. As a further incentive for
t he devel opment of this technology, the rules would all ow spread spectrum
systens of higher power to operate in the 902-928, 2400-2483.5 and 5725-5875 MHz
I ndustrial, Scientific and Medical |SM bands. However, the record was still not
sufficiently conplete to allow a drafting of the equi pnent authorization
procedures and measurenent standards that would be used to determnine the
equi pment conpliance for these systens. Accordingly, the Further Notice was
rel eased by the Commission [*4] on May 21, 1984 to solicit further information
on the equi prment aut horization and nmeasurenent procedures and to obtain comrents
on the proposed rul es.

Di scussi on of Comments and Reply Comments

5. Thirty seven comments and fifteen reply comrents were filed in response to
the Further Notice. These came froma w de range of parties and interest groups.
A list of those filing coments is contained in Appendix A n5 n6 Along with
coments fromindividuals, comments were received from amateur radio,
br oadcasti ng, business and industry, cordl ess tel ephone manufacturing, police
and public safety, and radi opositioning and radi onavi gati on interest groups.

Most of the conments which were received were directed to issues or questions
posed in the Further Notice and no significant new matters relative to the
proceedi ng were raised

n5 Some of the coments which were received were not pertinent to this
proceedi ng. ONI, Racal -Decca Survey, Inc., Sercel Inc. and Tel edyne Hasti ngs-
Raydi st all filed comments which were concerned solely with radi ol ocation
operations in the 1600-3000 kHz band. These comrents are outside the scope of
this proceeding which is concerned with spread spectrum systens operating on
frequenci es above 70 MHz. The comments of these parties will be considered under
Docket 84-874 which is dealing with radiol ocation allocations in the 1900-2000
kHz band. [*5]

n6 Exxon's coments which described a downward | ooking inpul se radar system
bei ng devel oped under a Special Tenporary Authorization fromthe Private Radio
Bureau, were also outside the scope of this proceeding. Although the Exxon
system operates on frequenci es between 100 and 1000 MHz, its relatively high

out put power (33 watts) and antenna height (to be operated froma hovering
aircraft) may require a special allocation under Part 2 of the Rules rather than
any consideration in this proceeding under Part 15. W have not received



sufficient information in this proceeding in the type of system Exxon proposes
to formul ate a specific proposal

6. Many of the respondents favored the proposed authorization of spread
spectrum for | ow power |imted range conmuni cati ons devices and consi dered the
proposed rul es conservative enough for inmmedi ate adoption. Qhers, including
broadcasting interests in particular, expressed concern over interference to
their services fromthese devices. Though not opposing the Comm ssion's action
in general, they did oppose the overlay of spread spectrum systens on the
frequency bands in which they are operating.

7. More specifically, broadcasting groups [*6] and sone | arge consuner
product manufacturers (RCA, GE and others) suggested that the present |evel of
tel evision service would be seriously degraded if spread spectrum systens were
all owed to operate in the tel evision bands. Even though the proposed rules were
fornmulated to offer to this service a level of protection fromdirect sequence
systens equivalent to a TASO 3 |level of reception at the Grade A service
contour, it was argued that an interference | evel based on this criterion would
produce a degradation of picture quality for those living outside of this
contour. It was also argued that interference fromthese systens would cause a
| oss of picture quality in those areas, both within and outside the G ade A
service contour, where reception is superior to TASO 3 at the present tine.

8. COMBAT, STC and AT&T were concerned that some microwave, cellular and
satellite facilities may be especially vulnerable to interference from spread
spectrum devices particularly in those services where w de bandw dths are
enpl oyed and weak signals are invol ved.

9. ARRL and several individual amateurs were concerned about possible
interference fromspread spectrum systens operating in the amateur [*7] bands
at 144-146, 220-225 and 420-450 MHz. They argued that since amateurs operate in
residential environments, which could conceivably contain many Part 15 spread
spectrum devi ces, their systens would be nore susceptible to interference from
t hese devices than those in other services which are operating principally in
nonresi dential environments. It was further argued that in nany amateur
operations the level of the anbient noise is critical since they are often
dealing with very weak signals which in many cases are barely on the fringes of
detection. These signhals can be easily masked and lost in interference com ng
from ot her sources.

10. O the parties submtting conments that opposed the proposed
aut hori zation of spread spectrum systens, RCA was the only one that supported
its position with analysis. RCA's analysis dealt with possible interference to
FM and tel evi sion broadcasting from spread spectrum systens operating in the
broadcast bands. However this is not a consideration in this itemwhich is
concerned with the authorization of spread spectrum systens in the | SM bands and
on Public Safety Radio frequencies.

11. Several police and public safety groups filed comments on [*8] the
proposed aut horization of spread spectrum systens in the Police Radio Service
bands under Part 90 of the Rules. The major concern of all of these parties was
not interference to their service fromthe police use of spread spectrum systens
in these bands, but rather from other spread spectrum systens that would be
aut horized to use these bands on a secondary basis. The only major difficulty
that was foreseen with the police use of spread spectrum systens in these bands
was a possible increase in band congestion. To ease this congestion, as well as
to provide a broader range of frequencies that could be used for covert
operations, it was suggested that the proposed Part 90 spread spectrum
aut hori zation be extended to all frequencies in the Public Safety Radio
Ser vi ces.



12. Both APCO and the County of Orange, California, thought that there was
not need to increase the present power limt of 2 watts for fast frequency
hoppi ng systens operating in the Public Safety bands and that the proposed 15
watt [imt for these systens should be reduced to 2 watts. They stated that a 2
watt |imt should be sufficient for all of their present and future frequency
hoppi ng needs and can easily be [*9] increased later if necessary. They al so
requested that the station identification requirenent of Section 90.19(g)(3) of
the present Rules should be elimnated for undercover operations, since it not
only jeopardizes the security of these operations but it also creates a rea
danger to the agents involved

We have long noted that this is an anbi guous rule, providing use "wthout
speci al authorization", while at the same tine requiring "station
identification". This inconsistency has led to sone problens which would no
doubt be perpetuated and possibly increased by the rul es as proposed. W woul d
suggest some special type of provision which would allow the frequency

coordi nator to recomend or assign these channels on a secondary basis, but
wi t hout the necessity for a formal |icense, which defeats the intent of

mai nt ai ni ng security through anonynmity. n7

County of Orange al so requested the use of other Public Safety frequencies for
surveill ance operations using nodul ati ons other than spread spectrumonly if
approval of the coordi nator had been obtai ned

n7 APCO Comments, page 5.

13. No serious objections were raised to the authorization of spread spectrum
systens in [*10] the 902-928, 2400-2483.5 and 5725-5875 MHz | SM bands as | ong
as these operations did not cause interference to systens that have been
aut hori zed the use of these bands under other Parts of the Rules. Both NTIA and
GE thought that there should be a cap on the nmaxi mum out put power which these
systens can use. NTIA suggested a power linit of 10 watts, GE a limt of 7
watts. COVBAT expressed concern that use of 5850-5875 MHz mi ght cause
interference to the new Fixed Satellite Service allocation in that band.

14. In the Further Notice, we asked if the proposed rul es would be sufficient
to allow the devel opment of wireless data term nal systens or whether nore power
shoul d be allowed for these devices, either by the creation of a special
busi ness-industrial class perm ssion under Part 15 or by authorizing themin one
of the licensed services. Hew ett-Packard, which has been devel opi ng these
systens on an experinmental basis under Part 5 of the Rul es suggested that the
power limts proposed in the Further Notice are not sufficient for these
devi ces. Based upon the field strengths which they consider to be adequate for
t he devel opnment of these devices, the proposed |evel for direct sequence [*11]
em ssions of 33 uV/mat 3 neters per 4 Mz of bandwidth is at least 10 tines too
small. |If this power linit cannot be raised for these systens, then Hewl ett-
Packard suggested that wireless data ternminals be licensed in the Private Land
Mobi |l e Radi o Services as a separate service under Part 90 of the Rules. RCA felt
that since these term nals would be nainly business and not consuner devices,

t hey should be licensed under Part 94 of the Rules for the Private Operational -
Fi xed M crowave Service, rather than under Part 15

15. Comments were also solicited in the Further Notice concerning the
feasibility of authorizing carrier current spread spectrumsystens. Hew ett-
Packard has al ready made neasurenents on an experinmental 5 milliwatt system and
finds that the technology is very pronising. Hew ett-Packard can foresee little
interference to other authorized services fromthese systens as |ong as the



carrier current operations are confined to large buildings or areas within
bui | di ngs whi ch have their power supplied fromtransfornmers rather than by a
direct connection to the AC power lines. These power transformers with their

| arge interw nding capacitances would prevent nuch of the RF [*12] energy
generated by the spread spectrum systens from being fed back into the AC power
lines. Carrier current systens are limted to operation on frequencies bel ow 20
MHz because of the excessive signal |osses that occur when operated on
frequenci es above this. W find the two Hew ett-Packard suggestions to be

prom sing new applications of this technology and will consider in the near
future further action to authorize their use.

16. A request was made in the Further Notice for assistance in devel opi ng
nmeasur enent procedures for spread spectrum systenms. Al though many parties
addressed this matter, there was little consensus as to what these procedures
shoul d be. However, nost parties did agree that a neasurenent bandw dth nust be
speci fi ed before any neani ngf ul measurenment procedures could be drawn up

17. Sone cordl ess tel ephone manufacturers expressed concern in the coments
that the proposed spread spectrum authorizations could prejudice their petition
for 2 Mz of spectrumin the 900 MHz band. n8 They felt that the present action
by the Conmi ssion might force themto utilize a technology which they do not
have the resources at the present tinme to devel op, and which may not provide
[*13] sufficient power for their needs.

n8 See Electronic Industries Association Petition for Rul emaki ng, RM 4780;
(requesting an allocation of 2 MHz of spectrumfor cordl ess tel ephone use in the
900 MHz band) (filed March 1, 1984.)

18. O the bands presented above, only two were addressed in a degree which
allows for a well reasoned decision. W are deferring without prejudice action
on all other issues addressed in the Further Notice. The two issues to be
decided at this time are the use of spread spectrumin the Police Radio Service
and the use of spread spectrumin the |SM bands.

Fi ndi ngs

Spread Spectrumin the Police Radio Service

19. The record of this proceeding is sufficiently conplete at the present
time to enable us to authorize frequency hopping systens to be operated on a
limted basis on certain frequencies in the Public Safety Radio Service. This
woul d expand the provisions currently given in Section 90.19(g)(3). This
authorization is limted to | aw enforcenment officers and its purpose is to all ow
themto set up communication |links on these frequencies that can be used in
connection with physical surveillance, stakeouts, raids and other such
activities. Operation [*14] on these frequencies will be on a noninterference
basis to the operations of other |icensees who have been authorized the use of
t hese frequenci es under other sections of the Part 90 Rules. In addition, their
use of these frequencies is subject to the approval of the applicable frequency
coordi nators of the Public Safety Radio Service of the district in which the
i cense and equi pnent are to be used and if non-police Public Safety frequencies
are to be used the coordination of the other service's coordinator is also
needed. The changes to Part 90 of the Rules and Regul ations to acconplish this
aut hori zation are presented in Appendi x B.

20. Since spread spectrumtransni ssions are not readily detectable by
crimnals who may be nmonitoring the air waves and since they are difficult to
jam this authorization gives |law enforcenent officers an extrenely val uabl e
tool to use in their operations. Federal |aw enforcenment agencies operating



radi o systens under 47 USC 305 are already authorized by the Nationa

Tel ecommuni cations and Informati on Administration to use spread spectrumin
their operations on a case by case basis. These new rules extend this sane
capability to state and local law [*15] enforcenent agencies as well.

21. Under the new Part 90 Rul es frequency hopping systens with a nmaxi num
out put power of 2 watts are allowed to operate on any of the frequencies
presently available to the Public Safety Services as listed in Subpart B of Part
90 of the Rules. The 2 watt power limt for these systens is the sane as that
which is pernmitted for all present users of these frequencies, on a "w thout
prior FCC approval" basis, irrespective of the nodul ati on which they nay be
usi ng. Hence, frequency hopping systems which are operating on these frequencies
are not expected to cause harnful interference to other users of this spectrum
The 2 watt output power limt applies to all frequency hopping systens that are
operating on these frequencies no matter what their hop rate is. Requests to use
hi gher powers wi |l be considered on a case-by-case basis for special tenporary
aut hori zations. Appendi x C gives guidelines for coordinators to use in
consi dering requests to use frequency hoppi ng systens which we feel should be
adequate to prevent harnful interference.

22. Wile the Conmi ssion and sone | aw enforcenent agenci es have experience
wi th frequency hopping systenms, at this tinme [*16] there is very little non-
mlitary experience with direct sequence systens. W have traditionally been
extrenely careful in mnimzing the likelihood of harnful interference to
critical public safety systens. Thus we shall defer at the nonent the pernanent
aut hori zation of direct sequence systens for police use until we have nore data

avai l abl e. W& plan to conduct tests at our Laboratory and will invite
representatives of the police comunity to participate. Pending further action
in this area, experimental and devel opnental |icenses and special tenporary
aut horization will be available to nanufacturers and police |licensees who w sh

to try direct sequence systens.

23. Both APCO and the County of Orange, California have brought to our
attention the i nherent danger that the station identification requirenment of
Section 90.19(g)(3) of the present rules poses to both the security of
under cover operations and the safety of the agents involved. Since the
frequenci es allocated for these operations can only be used by the | aw
enforcement officers for spread spectrum and, since approval nust be obtained
fromthe applicable frequency coordinators prior to the use of these frequencies
for police [*17] spread spectrumoperations, it would seemthat any
unaut hori zed use of these frequencies can be readily detected. Thus, we feel
that the station identification requirement present in this section of the Rules
i s superfluous and can be del eted safely.

Spread Spectrumin the | SM Bands

24. Spread spectrum systens are al so bei ng authorized under Part 15 for
general usage in the 902-928 MHz, 2400-2483.5 MHz and 5725-5850 MHz | SM bands.
Due to COVBAT's concern in its comrents about the possibility for interference
to the Fixed Satellite Service allocated at 5850-5875 MHz, we have excl uded
these frequencies from spread spectrum usage. These systems nmay operate within
t hese bands with a nmaxi num out put power of 1 watt. RF output power outside these
bands over any 100 kHz bandwi dth nust be 20 dB below that in any 100 kHz
bandwi dt h wi thin the band which contains the highest |evel of the desired power.
For certification of spread spectrum equipnent that is to be used in these
bands, the applicant applying for certification nmust denonstrate by either
measurenent of analysis that this limt has been net. Spread spectrum systens
are allowed to operate within the | SM bands only on a noninterference [*18]
basis to other operations that have been authorized the use of these bands under



other Parts of the Rules. They nust not cause any harnful interference to these
operations and rmust accept any interference which these systems may cause to
their own operations. n9

n9 NTI A has recently studied the current and potential electromagnetic usage of
these three bands. Their findings are contained in the follow ng reports.

See Bohdan Bul awka, "Spectrum Resource Assessnent in the 902-928 MHz Band", NTIA
Report 80-46, Septenber 1980;

See Robert T. Watson, "Spectrum Resource Assessnent in the 2300-2450 MHz Band",
NTI A Report 81-78, Septenber 1981,

See WlliamB. Gant, John C. Carroll and Charles J. Chilton, "Spectrum Resource
Assessnent in the 5650-5925 MHz Band", NTIA Report 83-115, January 1983

25. Al though both NTIA and GE found no great difficulty with spread spectrum
systens operating within the | SM bands wi th nmaxi num out put powers of 7 watts, CE
did take exception to the opening of these bands to commruni cations systens which
have been accustoned to operation with sone degree of protection from
interference. GE fears that the steady encroachnent on these bands by ot her
services [*19] wll eventually lead to petitions fromthese other users for
protection frominterference from| SM devices. This would be unfortunate since
i ndustry is constantly finding new uses of these frequencies in nany diverse
applications ranging fromcoal desul phurization to food sterilization

26. We appreciate GE's concern in this regard and acknow edge the danger in
openi ng these bands to hi gh power comunications devices. In addition, Part 15
of the Rules is intended to provide authorization for | ow power conmunications
devi ces and not for comuni cations devi ces of considerabl e output power. To open
the Part 15 rules to hi gh-powered comruni cati ons devices, even in a band where
ot her authorized high powered industrial and governnent equi pnent is already
operating, would not be in keeping with the purpose of this Part of the Rules.
Therefore we have reduced considerably the original power limts that we
proposed for systens operating in these bands, even bel ow the | evel s proposed by
NTI A and GE. Even at that, the linit of 1 watt that we are allow ng for these
systens is still much higher than the | evel of power that we would nornally
aut hori ze for devices. However, both because of the [*20] unique nature of
t hese bands and because the systens being authorized under these rules will be
spreadi ng this energy over a wi de bandw dth, we believe an output power |evel of
1 watt is justified. In viewof the 1 watt power limt which we are adopting in
the final rules we believe the possibility of these systens interfering with
ot her authorized users of these bands is small.

Concl usi on

27. The rul es which are adopted here for spread spectrum systens operating in
the Police Radio Service and in the | SM bands have been kept deliberately
conservative in order to minimze any possibility of interference fromthese
systens to existing services. As a further safeguard, all spread spectrum
devi ces which will be permitted under the Part 15 rules proposed in this Report
and Order are required to be certified as a prerequisite to marketing. The Rul es
for the certification of Part 15 | ow power comruni cation devices are given in
the Rul es and Regul ations under Part 15, Subpart B. See al so Part 2, Subpart J,
for general certification and type acceptance procedures. In addition, the
Conmi ssi on has the discretionary authority to call in sanple devices for testing
as part of the certification [*21] process. As we have done in the past with
cordl ess tel ephones, CB radios, hone conputers and ot her devices, we expect to
engage in a thorough sanpling programuntil we are confident that the



manuf act urers have gai ned sufficient knowl edge and skill in building these

devi ces, so that they pose no potential interference problens to other uses of
the radi o spectrum The procedures for the type acceptance of equi prment to be
used in the Police Radio Service are given in Section 90.203 of the Rules and in
Subpart J of Part 2.

28. Wth the above nentioned safeguards that have been built into the Rules,
we do not feel that requiring spread spectrumtransnitters to use automatic
identifiers is warranted at the present tine. However in the future, when a much
br oader authorization of spread spectrum systens nay be considered, we may w sh
to consider sonme formof transmission identifier to assist us in identifying and
| ocating units which may be causing interference.

29. W are deferring without prejudice action on the renaining issues which
were discussed in the Further Notice, such as, the operation of |ow powered
spread spectrum devices on frequenci es above 70 MHz, the neasurenent procedures
[*22] to be used in the certification of these devices and the possibility of
i censing spread spectrumw rel ess data term nals and carrier current systens
under other Parts of the Rules. For further information about this Report and
Order contact, Dr. Joseph Mc Nulty at (301) 725-1585 or Dr. M chael Marcus at
(202) 632-7040

Regul atory Flexibility Final Analysis

30. Reason for Action. The Comm ssion believes that its rules and policies
shoul d be reviewed in the context of current social, technol ogical and financial
envi ronments in which |licensees and applicants operate, so that service to the
public may be facilitated while at |east regulatory cost is inmposed. It is in
this light that it is considering nodification of its Part 15 and Part 90 rul es.

31. The bjectives. The Comm ssion proposes to accompdat e spread spectrum
systens by reducing regulation to the maxi rum extent feasible. The Commi ssion
bel i eves that such action will lead to a nore rapid devel opment of spread
spectrumtechnology in the civilian sector.

32. Legal basis. Action proposed herein is taken pursuant to Sections 4(i),
7(a), 302 and 303(r) of the Conmunications Act of 1934, as anended.

33. Description, potential [*23] inpact and nunber of small entities
affected. The ability to devel op conmuni cati ons equi prent whi ch enpl oys spread
spectrum nodul ati on techni ques as described in the attached Rules will be
beneficial to all entities which are involved. Therefore, we foresee only
positive inpacts on snall entities.

34. Recording, record keeping and other conpliance requirenents. The
nodi fications to Part 15 and 90 of the Rules would require record generation by
t he manufacturer sufficient to neet the usual equi pnent authorization
requi renents. Additionally, the nodifications of the Part 90 Rules require a
sinple onetine notification to the applicable frequency coordi nators of the
district in which the license and equi pnment are to be used.

35. Federal rules which overlap, duplicate or conflict with this rule. None

36. Any significant alternatives mnimzing i npact on snall entities and
consistent with the stated objective. None.

37. Accordingly, IT IS ORDERED, that effective June 15, 1985, Part 15 and
Part 90 of the Rules and Regul ati ons ARE AMENDED as set forth in the attached
Appendi x B. The authority for this action is found in Sections 4(i), 7(a), 302
and 303(r) of the Conmunications Act of [*24] 1934, as anended

FEDERAL COVMUNI CATI ONS COWM SSI ON



WLLIAMT. TRICARI CO, Secretary

APPENDI X: APPENDI X B
CHANGES TO PARTS 2, 15 AND 90 OF THE FCC RULES AND REGULATI ONS

A. Part 2 of Chapter | of Title 47 of the Code of Federal Regul ations is amended
as foll ows:

1. Section 2.1, General Definitions, is anmended by inserting the follow ng
definitions in al phabetical order.

Spread Spectrum Systens. A spread spectrumsystemis an information bearing
conmmuni cations systemin which: (1) information is conveyed by nodul ation of a
carrier by sone conventional nmeans, (2) the bandwidth is deliberately w dened by
means of a spreading function over that which would be needed to transmit the
i nformation alone. (In some spread spectrum systens, a portion of the
i nformati on being conveyed by the system nmay be contained in the spreading
function.)

Direct Sequence Systens. A direct sequence systemis a spread spectrum system
in which the incoming information is usually digitized, if it is not already in
a binary format, and nodul o 2 added to a hi gher speed code sequence. The
conbi ned information and code are then used to nodulate a RF carrier. Since the
hi gh speed code sequence dominates the nodulating [*25] function, it is the
direct cause of the wide spreading of the transnitted signal.

Frequency Hoppi ng Systens. A frequency hopping systemis a spread spectrum
systemin which the carrier is nodulated with the coded information in a
conventi onal manner causing a conventional spreading of the RF energy about the
carrier frequency. However, the frequency of the carrier is not fixed but
changes at fixed intervals under the direction of a pseudorandom coded sequence.
The wi de RF bandw dt h needed by such a systemis not required by a spreadi ng of
the RF energy about the carrier but rather to accombdate the range of
frequencies to which the carrier frequency can hop

Ti me Hopping Systens. A tinme hopping systemis a spread spectrumsystemin
which the period and duty cycle of a pulsed RF carrier are varied in a
pseudor andom manner under the control of a coded sequence. Tine hopping is often
used effectively with frequency hopping to forma hybrid tine-division,
nmul ti pl e-access (TDMA) spread spectrum system

Pul sed FM Systens. A pul sed FM systemis a spread spectrum systemin which a
RF carrier is nodulated with a fixed period and fixed duty cycl e sequence. At
t he begi nning of each transnitted [*26] pulse, the carrier frequency is
frequency nodul ated causi ng an additional spreading of the carrier. The pattern
of the frequency nodul ation will depend upon the spreading function which is
chosen. In sone systens the spreading function is a linear FM chirp sweep,
sweepi ng either up or down in frequency.

Hybrid Spread Spectrum Systens. Hybrid spread spectrum systens are those
whi ch use conbinations of two or nore types of direct sequence, frequency
hoppi ng, time hoppi ng and pul sed FM nodul ati on in order to achieve their wide
occupi ed bandwi dt hs.

B. Part 15 of Chapter | of Title 47 of the Code of Federal Regulations is
amended as foll ows:

1. New Section 15.126 is added to read as foll ows:



Section 15.126 Operation of spread spectrum systens

Spread spectrum systens nmay be operated in the 902-928 MHz, 2400-2483.5 Mz
and 5725-5850 MHz frequency bands subject to the foll owing conditions:

(a) They may transmit within these bands with a maxi mum peak out put power of 1
wat t .

(b) RF output power outside these bands over any 100 kHz bandwi dth nust be 20 dB
bel ow that in any 100 kHz bandwi dth within the band which contains the highest

| evel of the desired power. The range of frequency [*27] nmeasurenents shal
extend fromthe | owest frequency generated in the device (or 100 MHz which ever
is lower) up to a frequency which is 5 tinmes the center frequency of the band in
whi ch the device is operating

(c) They will be operated on a noninterference basis to any other operations
which are authorized the use of these bands under other Parts of the Rules. They
nmust not cause harnful interference to these operations and nust accept any

i nterference which these systenms nay cause to their own operations.

Not e: Spread spectrum systens using the 902-928 MHz, 2400-2500 MHz and 5725- 5850
MHz bands shoul d be cautioned that they are sharing these bands on a

noni nterference basis with systems supporting critical governnent requirenents
that have been allocated the usage of these bands on a prinmary basis. Many of

t hese systens are airborne radi ol ocation systens that emt a high EIRP which can
cause harnful interference to other users. For further information about these
systens, wite to:

Di rector

O fice of Plans and Policy

U. S. Departnent of Conmerce
Nat i onal Tel econmuni cati ons and
I nformati on Adnini stration

Room 4096

Washi ngton, D.C. 20230

Al so, future investigations [*28] of the effect of spread spectruminterference
to Governnent operations in the 902-928 MHz band may require a future decrease
in the power limts.

(d) For frequency hopping systens, at |east 75 hopping frequencies, separated by
at least 25 kHz, shall be used, and the average tine of occupancy on any
frequency shall not be greater than four-tenths of one second within a 30 second
peri od. The maxi mum bandw dth of the hoppi ng channel is 25 kHz. For direct
sequence systens, the 6 dB bandwi dth nust be at |east 500 kHz.

(e) If the device is to be operated frompublic utility lines, the potential of

the RF signal fed back into the power lines shall not exceed 250 nmicrovolts at
any frequency between 450 kHz and 30 MHz.

C. Part 90 of Chapter | of Title 47 of the Code of Federal Regulations is
amended as foll ows:

1. Section 90.19 (g)(3), Police Radio Service, is anended as foll ows:



(3) Alicensee may use, w thout special authorization fromthe Comm ssion, any
nobi |l e service frequency between 40 and 952 MHz, listed in Subpart B of this
Part of the Rules, for communications in connection with physical surveillance,
stakeouts, raids, and other such activities. Such use shall [*29] be on a
secondary basis to operations of |icensees regularly authorized on the assigned
frequenci es. The maxi mum out put power that may be used for such conmuni cations
is 2 watts. Transmitters, operating under this provision of the Rules, shall be
exenpted fromthe station identification requirenents, of Section 90.425. Use of
Public Safety frequencies not listed in paragraph (d) of this section is

condi tional on the approval of the coordinator corresponding to each frequency.
Spread spectrumtransnitters nmay be operated on Public Safety frequencies

bet ween 37 and 952 MHz, providing that they are type accepted by the Commi ssion
under the provisions of Sections 2.803 and 90.203 of the Rules, and neet the
foll owi ng conditions:

(i) frequency hopping transmitters can be operated, with a maxi num out put power
of 2 watts, on any Public Safety nobile service frequency between 37 and 952 Mz
listed in Subpart B of this section. At |east 20 hopping frequencies shall be
used and the average time of occupancy on any frequency shall not be greater
than 1/10 second in every 2 seconds;

(ii) use of spread spectrumtransmitters under this section of the Rules is
subj ect to approval by the applicable [*30] frequency coordinator of the radio
services of the district in which the |license and equi pnent are to be used.

2. Section 90.207, Types of enissions, is anmended as foll ows:

(k) For stations in the Fire, Police and Power Radi o Services utilizing digital
voi ce nodul ation, in either the scranbled or unscranbl ed node, F3Y em ssion wll
be aut horized. Authorization to use F3Y em ssion is construed to include the use
of F9Y emi ssion subject to the provisions of Section 90.233.

3. Section 90.209, Bandwidth linmtations, is amended by inserting new paragraph
(h) as follows:

(h) Al out of band em ssions, including spurious enissions fromswitching, that
are produced by frequency hoppi ng systems, shall be kept belowthe limts
specified in this Section of the Rules for simlar systens which are npdul ated
about a fixed frequency and do not frequency hop.

APPENDI X C
I NI TI AL COORDI NATOR GUI DELI NES FOR SPREAD SPECTRUM

Spread spectrum can be an inportant tool for |aw enforcement use in
applications where it is vital that radi o transm ssions nmust not be detected.
Wil e conventional voice privacy systems protect the contents of a nessage, the
presence of encrypted communications [*31] is readily detectable and in itself
coul d jeopardize the security of a sensitive operation.

These guidelines are intended to help coordinators in approving requests to
use spread spectrum Requests that do not conply with these guidelines may not
be interference-prone, but would require either nore detailed calculations or a
field test to deternmine the likelihood of interference. Coordinators may al so
wi sh to consider approving uses that have a small interference potential if they
feel the value of the operation supported exceeds the cost of the interference



A frequency hopping (FH) system which hops at a rate of over 100 hops/sec and
whi ch hits a conventional voice channel |ess than 5% of the tinme will not cause
harnful interference regardless of field strength. The interaction of FHwith
traditi onal systens beconmes nore noticeable as the hopping rate is decreased.
Hoppi ng rates of |ess than 10 hops/sec are not recomended for this reason.
Frequency hopping systens may trigger carrier operated repeaters on frequencies
that they use. (Such repeaters are rare in the public safety services and the
Commi ssi on has consistently di scouraged their use because of their
susceptibility to [*32] false triggering.) Thus, special steps are needed to
protect such repeaters. Interaction with conventional receivers will be further
mnimzed if the hopping frequencies are interl eaved between conventiona
channel s.

The follow ng conditions should be nmet for coordination without a field test:

1. All FH systenms should hop at nore than 10 hops/sec. As hopping rates greater
than 100 hops/sec are preferred, coordinators may wish to have a field
denonstration of slower systens.

2. The coordi nator should ensure that the sumof the inverse of the processing
gain (that is, the nunber of frequencies used) of all FH systens operated in a
given band within a 70 nmile dianeter does not exceed .05.

Al'l frequencies used by carrier operated repeaters within 50 niles should be
excluded fromthe set of hopping frequencies unless it can be denonstrated that
the turn-on delay of the repeater is adequate to prevent false triggering (50 -
100 s is probably needed).

Al'l frequencies used by digital data systems and paging systens within 50 mles
shoul d be excluded fromthe set of hopping frequencies unless a field test can
show absence of harnful interference.



